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Section 1240.10 |Introduction

a) The lllinois Law Enforcement Agenci es Data System (LEADS) provided by
the Departnent of State Police (Department) is a statew de,
comput eri zed tel econmuni cati ons system desi gned to provi de services,
information, and capabilities to the law enforcenent and crimna
justice comunity in the State of Illinois.

b) The Director of the State Police (Director) is responsible for
est abl i shing policy, procedures, and regul ati ons consistent with State
and federal rules, policies, and | aw by which LEADS operates. The
Director shall designate a statewide LEADS Administrator for
managenent of the system The Director nay appoint a LEADS Advi sory
Policy Board to reflect the needs and desires of the |aw enforcenment
and crimnal justice comunity and to nake reconmendati ons concer ni ng
policies and procedures.

Section 1240.20 The LEADS Advi sory Policy Board (APB)

a) The Director shall appoint a LEADS APB to advise the Director with
respect to the needs and interests of the law enforcenment and
crimnal justice conmunity.

b) The APB' s (bjectives and Scope of Activity

1) To recommend to the Director general policy with respect to the
phi | osophy, concept, and operational principles of LEADS

2) To review and consi der LEADS rul es, regul ati ons, standards, and
pr ocedures.

3) To consider and advise the Director wth respect to
partici pati ng agency non-conpliance and sancti ons.

4) To review and consider other LEADS-related issues as may be
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requested by the Director
c) The APB, subject to the Director’s approval, shall establish its own
byl aws and procedures.

Section 1240.30 Accessing LEADS Data and Participating in LEADS

a) Access to and the extent of participation in LEADS are determ ned by
the criteria in this Section
b) Definitions as used in this Section
1) “Direct access” refers to having a term nal device or conputer
|l ocated on the agency's prenises connected by a data
communi cations link to the LEADS conputer.

2) “Full access” refers to direct access to all LEADS data and
servi ces.

3) “LEADS data” refers to all data available through the LEADS
conput er.

4) “LEADS services” refer to:
A) providing access to LEADS fil es;
B) processing nessages through LEADS
C) providing training and technical support to LEADS users;
and
D) other LEADS-rel ated services that nmay becone avail abl e
fromthe Departnent.
5) *“Less than full access” refers to linmted access to some LEADS
data and services.
c) OCriteria for Full Access
To qualify for full access to LEADS
1) the following criteria nmust be net:
A) The candi date organization nust be a crimnal justice
agency as defined in the US. Departnent of Justice
Regul ations on Crimnal Justice Information Systens (28
CFR 20, Subpart A); or

B) The candi date organi zati on nust be under the nanagenent
control of a crimnal justice agency; or
(@] The candidate organization nmust be a governnmenta

consol idated dispatch center for providing police
di spatch services and nust have entered into a specific
agreement with a crimnal justice agency to provide
services for the admnistration of crimnal |justice
pursuant to that agreenent. The agreement nmust be
approved by the LEADS Adm ni strator and i ncorporated into
the LEADS i nteragency agreement; or

D) The candi date organization nust be a non-governnental
railroad or canpus police departnent that performs the
adm nistration of crimnal justice, has arrest powers
pursuant to State statute, allocates a substantial part
of its budget to the adm nistration of justice, and neets
the training requirenments established by |law for peace
officers; or

E) The candi date organi zati on nust be authorized by law to
access some or all LEADS data and the organization's
utilization of LEADS will not adversely inpact crimnal
justice proposes; and

2) The participating organization must enter into a LEADS
i nteragency agreenent reflecting rights and duties of the
parties.

Section 1240.40 Connecting to LEADS
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To connect to LEADS, an agency must have conputer hardware and
conputer software, and be connected to a conmunications link to the
LEADS Data Center in Springfield. For each of these requiremnents,
there are various options. |n addition, the agency nust neet certain
pl anni ng and admini strative responsibilities.

1)

2)

Notify LEADS Admi ni strator

When an agency desires to participate in LEADS and neets the

qualifications described in Section 1240.30 or when an agency

wi shes to change its nmethod of connecting to LEADS, it nust

make a witten request at least 90 days in advance of the

desired connection date. The request nust be sent to the LEADS

Admi ni strator and nust state:

A) Wen connection to LEADS is desired; and

B) Wat equi prent and connecting options are planned by the
agency.

Arrange a Conference

The agency nust arrange for a conference between its own

representatives, any hardware or software vendors invol ved, and

the Departnent. The LEADS Adninistrator may waive the

requirenent for a fornal neeting if the vendor has previously

demonstrated the ability to successfully interface with LEADS.

The Departnment accepts no responsibility for m sunderstandi ng

of LEADS specifications and requirenents that occurs between

the | ocal agency and its vendors.

The LEADS Admi nistrator nust approve the agency’ s hardware and
software configuration prior to the agency connecting to LEADS.

Section 1240.50 LEADS Access Security

a)

b)

Each LEADS participating agency shall conply with the LEADS access
security standards established by the Departnent.
Per sonnel Security Requirenents

1)

2)

3)

Thor ough background screening of LEADS-related personnel is
required by the enpl oyi ng agency. State and national crim nal
history record checks by fingerprint identification nust be
conducted for ternminal operators, programers, and other
persons enployed or utilized to effectuate access to or
initiate transm ssion of LEADS and National Crine |Information
Center (NCIC) information, regardless of the frequency of
access. A fingerprint-based background check nmust be perforned
on any person with direct access to LEADS. The agency shall

submit both Illinois and FBI criminal justice applicant
fingerprint inquiries to the Illinois State Police, Bureau of
Identification.

No persons will be permtted LEADS access unless they are of

good character and have not been convicted of a felony or a
crime involving noral turpitude under the laws of this or any
other jurisdiction. Any person may have their LEADS access
denied if charged with a felony or crine of noral turpitude
under the laws of this or any other jurisdiction.

No person nmay provide mai ntenance or technical services at or
near LEADS equi prent unl ess they are of good character and have
not been convicted of a felony or a crine involving noral
turpitude under the laws of this or any other jurisdiction.
Any persons may have their authority to provide maintenance or
techni cal services at or near LEADS equi pnent denied if charged
with a felony or a crine involving nmoral turpitude under the
|l aws of this or any other jurisdiction.
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4) LEADS operators shall use the terminal only for those purposes
for which they are authorized. The individual receiving a
request for crimnal justice information nmust ensure the person
requesting the information is authorized to receive the data.

5) Each participating crimnal justice agency nust have
appropriate witten standards for discipline of LEADS and NCI C
policy violators.

Site Managenent Requirenents

Each LEADS agency nust ensure that all LEADS conputer devices are
placed in a location under the direct control and supervision of
aut horized criminal justice personnel and are inaccessible to the
public or persons not qualified to either operate, view, or possess
LEADS and/or NCIC transmitted or received data. The computer site
and/ or term nal area nust have adequate physical security to protect
agai nst any unauthorized personnel gaining access to the computer
equi pnment or to any of the stored data.

Section 1240.60 Conputerized Hot Files (CHF) Records

a)

CHF Mai nt enance

1) Any agency that has entered records into the CHF nust ensure
that its terminal is operated on a 24-hour-per-day basis by
certified LEADS operators

2) Each LEADS record must be supported by an investigative
docunent, active warrant, or conplaint. No LEADS entry shal
be made solely on a tel ephone report by the alleged victim or
owner. Docunments supporting LEADS records nust be avail abl e on
a 24-hour-per-day basis to the term nal operator, either by
direct access or telephone inquiry, for purposes of case
confirmation, quality control, validation, record mai nt enance,
et c.

3) Each agency nust enter information into LEADS or ensure
informati on has been entered into LEADS as soon as the facts
are known and sufficient identifiers are available to pernit
the establishnent of a LEADS record.

4) Al warrants will be imrediately entered into LEADS by the
responsi ble agency within 24 hours after receiving reliable
information sufficient to permt the establishnent of a LEADS
record unless entry is del ayed by emergency operational needs.

5) Each agency assunes responsibility for the accuracy of the
records entered under its authority. The accuracy of LEADS
records nust be double-checked by a second party wthin
24 hours after entry. That verification will ensure the
avai l abl e cross-checks (e.g., vehicle identification/license
nunbers) were made and that data in the LEADS record natches
the data in the investigative report. Each agency will
cooperate with LEADS quality control efforts by nodifying or
renoving records that are incorrect or invalid. An agency nust
take action with respect to an incorrect or invalid record as
soon as possible and no later than the end of the shift or work
period during which notification is received. The Depart nent
(through “Serious Error” nessages) has the right to renove any
record where a substantial question exists concerning the
validity or accuracy of the record.

6) Each agency will respond to inquiries for confirmation from
other agencies relative to the validity and currency of its
LEADS records based on the level of priority requested, either
urgent or routine.
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7) Each agency will pronptly cancel an entry when the agency is
notified or when it becones aware that the legal intent of its
entry has been satisfied, i.e., stolen property has been

recovered or the suspect has been apprehended or returned. The
agency that entered a record is responsible for the accuracy of
that record.

Section 1240.70 Validation of CHF Records

a) Arecordis validif the CHF data in the agency’s LEADS records are
supported by docunmentation maintai ned by the agency.

b) CHF records in LEADS nust be immediately renoved when no | onger
valid. Pronptness in entering, nodifying, voiding, and cancelling
records is essential to maintaining the integrity of the LEADS fil es.

c) Al agencies having records in the LEADS CHF shall participate in the
LEADS record quality-control activities initiated by the Departnent.

Section 1240.80 Dissenination of Data (btai ned Through LEADS

a) The LEADS network and LEADS data shall not be used for personal
pur poses.

b) Personal or unofficial messages shall not be transnitted.

c) LEADS data shall not be sold.

d) LEADS data shall not be dissemnated to any individual or
organi zation that is not legally authorized to have access to the
i nf ormati on.

Section 1240.90 Administrative and Trai ning Responsibilities

Al'l LEADS agencies nust nmeet the follow ng administrative responsibilities:
a) Appoint LEADS Agency Coordi nat or

1) Every LEADS term nal agency is required to appoi nt one enpl oyee
as its LEADS Agency Coordi nator. | nmediately upon appoi ntnment,
the nane of this person nust be submtted to the LEADS
Admi ni strator.

2) The mninmum requirenents for the appointed LEADS Agency
Coor di nat or are:

A) Mist be an enpl oyee under the direct nanagenent control of
t he agency head;

B) Must be certified through the LEADS User Certification
Programprior to appointnment and rermain in certified status
during tinme of appointnent; and

C Mist be thoroughly famliar with all LEADS regul ations,
policies, capabilities, and procedures.

3) The duties of the LEADS Agency Coordi nator include, but are not

limted to:
A) Serve as liaison with Departnent personnel;
B) Coordinate training of all agency personnel on LEADS

capabi lities, procedures, regulations, and policies;

C) Assist the agency head to ensure all LEADS regul ati ons and
policies are foll owed; and

D) Provide input to LEADS personnel of the Departnent
regardi ng probl ens and i deas for inprovenent of and changes
t o LEADS.

4) Imredi ately upon the termination or reassignment of the LEADS
Agency Coordinator, the agency head nust appoint a new LEADS
Agency Coordi nator and notify the LEADS Adm nistrator of the
appoi nt nent .
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Trai ni ng Requi rements

1 LEADS user certification is mandatory for all LEADS agency
personnel who have full access or less-than-full access to
LEADS functi ons.

2) LEADS User Certification Programtraining is admnistered by
t he Depart nent.

3) User certification is awarded after successful conpletion of
the LEADS User Certification Program and satisfaction of all
its requirenments for the | evel of access sought.

4) Each full access and |ess-than-full access LEADS user nust be
functionally retested and recertified according to the LEADS
Qperator Certification Program

5) Each LEADS agency shall maintain records of all LEADS training,
testing, and proficiency affirmation.

6) Each agency shall provide basic LEADS training to all indirect
users of LEADS and crinminal justice practitioners (within six
mont hs after enploynment or assignment) for which the agency
provi des LEADS servi ce.

7) Each LEADS agency shall provide continuing access to
i nfornmati on concerning changes or enhancenents to LEADS to all
i ndirect users of LEADS and crininal justice practitioners who
utilize LEADS.

8) Each LEADS agency shall provide basic LEADS training regarding
functionality, regulations, policy, audits, sanctions, and
related civil liability to crimnal justice adninistrators and
upper -1 evel nmanagers within the agency.

9) User certification nay be suspended or revoked by the
Department for violation or non-conpliance with [aws, rules,
regul ati ons, or procedures. An individual whose certification

is to be suspended or revoked will be inforned of the reason
for the action and the evidence supporting it. The individual
will be provided an opportunity to respond prior to a

suspensi on or revocation.

Section 1240. 100 LEADS Term nal Agency Audits

a)

b)

c)

d)

Each LEADS termnal agency wll be audited periodically by the
Departnent. The agency will be notified prior to the audit.

The LEADS Agency Coordi nator or designee nmust be present to assist
the Departnent and make available all agency files, logs, or any
ot her docunentation required to be exam ned.

Following the audit, each LEADS terninal agency wll receive a
witten anal ysi s detailing the  findings, recomendat i ons,
di scussi ons, and requirenments for conpliance generated by the audit.
If an agency is found not in conpliance with LEADS/ NClI C policy, the
agency head nust respond in witing to the LEADS Admi nistrator within
30 days after receiving the audit report with a plan of action that
will place the agency within policy guidelines. Upon conpletion of
these corrective neasures, the agency head nust notify the LEADS
Administrator inwiting that the agency has acconplished its pl anned
objectives and is nowin full conpliance with LEADS/ NClI C policy and
regul ati ons.

If the head of an agency not in conpliance with LEADS/ NCIC policy
fails torespond in witing to the LEADS Admi ni strator wi thin 30 days
after receiving an audit report with a plan of action that will place
the agency within policy guidelines or if the agency head fails to
notify the LEADS Administrator in witing that the agency has
acconplished its planned objectives and is now in full conpliance
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wi th LEADS policy and regul ati ons, the agency will be consi dered non-
conpliant and will be subject to suspension of all LEADS services or
ot her sancti ons.

If an agency refuses to cooperate in a Departnent audit, the agency
will be considered non-conpliant and will be subject to suspension
of all LEADS services or other sanctions.

Section 1240. 110 Non- Conpl i ance/ Sancti ons

The Department may suspend all or any portion of LEADS service without prior
notification as the result of an agency’'s non-conpliance with |aws, rules,
regul ati ons, or procedures.

a)

b)

c)

d)

M nor Violations (Low Ri sk)
When a viol ation occurs that does not threaten the integrity of LEADS
or LEADS data, the LEADS Administrator will give witten notice to
the agency explaining the violation. If the matter is pronptly
addressed, no suspension of any LEADS access or service wll occur.
Repeat ed, Continuous, Miltiple, or Mjor Violations that Do Not
Requi re | nmedi ate Suspensi on (Moderate Risk)
When an agency is repeatedly or continuously in violation, has
conmitted nmultiple violations or has committed a maj or violation not
requiring suspension, the Director or designee shall set a hearing
date, providing the agency with at |east a 20-day advance witten
noti ce.

Maj or Viol ations Requiring | mmedi ate Suspension (H gh Risk)

When a viol ation occurs that could seriously affect the integrity of

LEADS or could threaten the safety of officers or the public, or is

against the law, the Director may i medi ately suspend all or part of

LEADS access or services wthout prior notice. When i medi ate

suspensi on becomes necessary, the Director will notify the suspended
agency and gi ve the foll ow ng:

1) Alist of the services that have been suspended,;

2) Alleged violations;

3) A hearing date that shall be within 10 days after the date of
the i medi ate suspension. The Director may |ift the suspension
prior to the hearing for emergency or public safety needs.

Heari ng Procedures

When a hearing has been set by the Director or designee, the
foll owi ng procedures will be foll owed:

1) Agency representatives nmay appear at the hearing;

2) The Leads Administrator or designee will present evidence that
a violation has occurred or is occurring;

3) The agency representatives may present any evi dence they choose
relevant and material to the alleged violation or to any
corrective actions taken.

Director’s Decision

At the conclusion of the hearing, the Director nay:

1) Suspend service;

2) Find no violation;

3) End a suspension al ready inposed; or

4) Gant a period of tinme to correct the non-conpliance. If the
Director grants additional time to conmply, the Director shall
set a date for a subsequent hearing to review conpliance with
the terns of the Director’s order. At the second hearing, the
Director nmay exerci se any option that coul d have been exerci sed
at the original hearing.



